I. INTRODUCTION ¶1
Electronic discovery is one of the biggest challenges our courts face today. 1 Its vast scope complicates the system in which relevant information is exchanged, and its expense can be overwhelming. 2 Given the very low number of cases that ever actually go to trial, 3 pretrial discovery (and related motion practice) is the primary determinant of a case's success. 4 Unfortunately, broad discovery can inhibit the search for the truth as much as it can further that search, particularly when the discovery sought is of a sensitive nature and the prospect of its disclosure is prohibitive to a litigant's pursuit of the case, resulting in a form of discovery blackmail. 5 With the advent of social media, discovery now often includes information from social media sites, and its potential for misuse is high.
¶2
Courts faced with the discoverability of social media unfortunately have treated the issue differently as compared with other types of discovery, giving litigants both more and less protection from such requests. 6 First, some courts have established a "preliminary showing" requirement that a person's public social network site (SNS) information must reveal relevant evidence before the court will allow inquiry into a party's private SNS area as well. 7 There is no basis for such a threshold requirement in 1 See RICHARD L. MARCUS, Introduction to SHIRA A. SCHEINDLIN, DANIEL J. CAPRA & SEDONA CONFERENCE, ELECTRONIC DISCOVERY AND DIGITAL EVIDENCE 1 (2d ed. 2012) ("Since the beginning of the 21 st century, electronic discovery has been the hottest topic in litigation . . . . By one 2011 estimate, the annual production of digital information equals 39 million times the amount of information contained in all books ever written."). 2 See James N. Dertouzos, Nicholas M. Pace & Robert H. Anderson, The RAND Inst. for Civil Justice, The Legal and Economic Implications of Electronic Discovery, RAND INST., 3-4 (2008) , available at http://www.rand.org/content/dam/rand/pubs/occasional_papers/2008/RAND_OP183.pdf (" [T] he most frequent issue raised by those we interviewed was the enormous costs-in time and money-to review information that is produced. This is because the sheer volume of records that are identifiable and producible is greater with electronic processes, potentially relevant information that might never have been recorded previously is now being routinely retained, and because the requesting attorneys are aggressive in seeking out such information."). 3 REV. 286 , 306-07 (2013) ("I am increasingly concerned about procedural changes that have resulted in the earlier and earlier disposition of litigation . . . . Today, there are hardly any federal civil trials-let alone jury trials."). 4 See Miller, supra note 3, at 307 ("Cases simply do not survive until trial; they are settled or, increasingly, dismissed."). 5 See Richard L. REV. 331, 340-41 (2006) (discussing the "strategic value of discovery into sensitive areas"). 6 See infra Section II. 7 Id.
the federal rules, which instead allow broad requests for relevant discovery. The public/private distinction suggested by SNS users' privacy settings, while relevant in some legal contexts, should not prevent SNS discovery, just as privacy of diaries or personal correspondence does not necessarily prevent disclosure in the offline context. ¶3 Second, and more troubling, once courts do find that such a threshold showing is met, they often allow overbroad discovery into the user's SNS accounts. 8 It is as if the preliminary showing provides the key to unlocking a litigant's treasure chest of social media content. These courts order a party to turn over her username and password, allowing wholesale access to SNS accounts, despite the high likelihood that such access will reveal non-relevant and possibly highly private information as well.
¶4
Finally, parties are going directly to Facebook and other SNS providers themselves with a subpoena seeking account information and content. 10 Instead, parties should only resort to this tactic if unable to obtain relevant information from the other party. As with other discovery, when information is in the custody or control of a party, seeking that information from a third party is an option only when there is a showing that the party has spoliated evidence or is otherwise wrongfully refusing to produce relevant evidence.
11
In addition, there are valid arguments that direct solicitation of the information from SNS providers violates the Stored Communications Act.
¶5
Information on social media sites should be treated like other discovery. 13 Parties should include requests for SNS communications and other content in their discovery requests, and the responding party should bear the burden of producing responsive information.
14 Only if there is a basis for showing that the responding party is withholding information should there be any issue of further compelled disclosure.
¶6
While this article stresses that social media discovery should not be treated differently from other discovery-meaning that parties should not be entitled to more or less privacy-it also argues that the federal rules should be reexamined in light of the magnitude of discoverable electronic information. While the federal rules have been modified somewhat to take into account the emergence of vast amounts of electronically stored information, additional restrictions on scope are appropriate to counter the potential for discovery abuse. 15 
¶7
Part II describes the increase in social network discovery and examines court decisions regarding discoverability of that information. Courts have largely fallen into two camps, one of which grants overbroad blanket access to social media discovery, and the other which improperly limits such discovery where there is no relevant public social network information. Part II also critiques litigants' practice of directly requesting access from the social network providers themselves, which represents an end-run around the 8 See Section II.B. 9 Id. 10 See Section II.C. 11 Id. 12 Id. 13 See Steven S. Gensler, Special Rules for Social Media Discovery?, 65 ARK. L. REV. 7, 13 (2012) (" [S] ocial-media discovery has not presented any issues that are not covered by the existing discovery scheme and that cannot be resolved by sound judicial application of the existing discovery scheme to this new technological context.").
14 Cf. FED. R. CIV. P. 26 . 15 See infra Section III. C. relevancy requirement. Finally, Part II notes a promising trend of courts rejecting the allor-nothing approach and granting discovery of properly tailored requests for relevant social network information. Part III looks more closely at the nature of social media discovery and criticizes the tendency to treat the discoverability of such information as a function of its semi-public nature. Instead, the fact that social network communications have been shared with a limited group of people does not render them automatically discoverable. Part III also discusses the proposed amendments to the Federal Rules of Civil Procedure to make discoverability a function of proportionality, and suggests that this change could also reduce overbroad social media fishing expeditions. Finally, Part III discusses the interaction between discoverability and privacy under the federal rules and how those rules may be used properly to protect against undue invasions into personal material. Part IV briefly concludes. Half of all adults in America use social networking sites. 19 The increase in digital devices only adds to social media use, as Americans use smartphones and tablets to access social media at all times of the day.
¶9
Not surprisingly, social media has invaded the courtroom. Litigants have found social media evidence to be very helpful in a vast array of cases. On SNSs, people tend to share thoughts, feelings, and information freely and often, 21 27 or a rape victim's lack of credibility. 28 Practitioners recommend the aggressive use of broad interrogatories and document requests aimed at social media evidence.
¶10
Like other changes to the law wrought by the Internet, the infiltration of social media into discovery has not been seamless. Whether it is because of the online nature of social media or the candor it provokes, parties and courts have treated it differently from other forms of discovery. 30 This Article argues that social media should not be treated differently but should instead be given as much or as little privacy as civil discovery in general. However, the procedural rules themselves should be readdressed to put a check on the vast amount of electronic discovery of all kinds that is swallowing the courts. 31 minor's MySpace page was admissible for impeachment purposes as prior inconsistent statement but improper exclusion was harmless, and the evidence was not admissible as substantive evidence). 23 29 See Hopkins & Segal, supra note 26, at 14-15 (providing sample interrogatory seeking username and password for any social media site used by the plaintiff in the previous five years and stating that the authors "as a general practice . . . request that plaintiffs execute a consent and authorization permitting them to obtain account content directly from the social media website," noting that such access "may lead to evidence of alteration or deletion"); see also 30 See infra Section II.B. 31 See infra Section III.C.
B. Courts Improperly Ordering Blanket Access to Social Media

The Threshold Approach ¶11
A majority approach to social media discovery has developed. 32 The majority of courts faced with motions to compel access to a litigant's social media require a preliminary showing by the moving party that public portions of the person's SNS have relevant information, usually because that content somehow contradicts positions taken by the SNS user in the lawsuit. Once this threshold is met, the keys to the person's social media are given to the moving party, which then has blanket access to the person's SNS content.
¶12
One of the earliest U. S . examples of the threshold approach is found in Romano v. Steelcase. 34 In this personal injury action, the defendant sought access to the plaintiff's current and historical Facebook and MySpace content, arguing that it was relevant to the extent and nature of the plaintiff's injuries, including loss of enjoyment of life. The court noted that the plaintiff's public profile page "show [ed] her smiling happily in a photograph outside the confines of her home despite her claim that she ha[d] sustained permanent injuries and [was] largely confined to her house and bed."
35 Therefore, the court found "a reasonable likelihood that the private portions of her sites may contain further evidence such as information with regard to her activities and enjoyment of life." 36 The court found plaintiff's privacy concerns to be low-she knew the information may become publicly available based on the policies of the SNSs themselves-and in any event outweighed by the defendant's need for the information. 37 So, the court ordered the plaintiff to execute a consent and authorization to Facebook and MySpace permitting defendants access to all of the plaintiff's records, including ones that had been deleted or archived. Roman. 39 In that case, Leduc sued for injuries sustained in an automobile accident. In a medical examination conducted for purposes of discovery, the plaintiff told the doctor that he did not have many friends in the area but had "a lot on Facebook." 40 The defendant moved for production of all materials on the plaintiff's Facebook site and for an updated affidavit from the plaintiff listing relevant documents. 41 After the lower court refused to order production, the court of appeals "share[d the lower court's] concern about the breadth of the defendant's request" but thought the defendant should be permitted to cross-examine the plaintiff Apr. 21, 2009 ), where defendants had subpoenaed information from Facebook, MySpace and Meetup.com. The SNSs had refused to comply with the subpoena, so the defendant sought releases from the plaintiffs, who were alleging physical and psychological injuries arising from an electrical accident. See id. at *1. In a brief opinion, the magistrate judge denied the plaintiffs' motion for a protective order regarding the subpoenas. Id. at *2. The plaintiffs had requested that the magistrate judge review the subpoenaed information in camera for purposes of removing material protected by physician-patient and spousal privilege. Id. at *1. The court found the plaintiffs had waived any such physician-patient privilege by seeking damages for their physical and mental injuries, and spousal privilege had been waived when the spouse herself joined the suit seeking loss of consortium. Id. The court also found the existing protective order in the case adequately protected the plaintiffs' privacy interests. Id. at *2. Finally, the court found that the information sought in the subpoenas was reasonably calculated to lead to the discovery of admissible evidence. Id 06 . He acknowledged that Mr. Leduc had an obligation to produce all relevant documents in his possession, including any information posted on his private Facebook profile demonstrating activities and enjoyment of life, 'even if it is contrary to his interests in this action.' Master Dash also correctly noted that where, on a Rule 30.06 motion, the defendant contends that the plaintiff has not met his obligation to produce relevant documents, then the defendant must provide some evidence that the plaintiff has relevant materials in his possession or control.").
should have "afford[ed] the defendant an opportunity to cross-examine Mr. Leduc on that affidavit regarding the kind of content posted on his Facebook profile."
43 The court did not grant a broad request for disclosure of all Facebook information.
¶14
Romano misread Leduc both in its breadth of production required and in reasoning that a threshold showing of existence of relevant information in publicly-accessible material justified disclosure of the private information as well. The Leduc court discussed the only previous case to consider the issue, also from Canada and also involving a claim for loss of enjoyment of life resulting from injuries suffered in a car accident. In Murphy v. Perger, 44 "[t]he plaintiff had posted photographs on her publicly-accessible Facebook profile showing her engaged in various social activities. The defendant moved for production of any photographs maintained on the private Facebook profile over which the plaintiff had control."
45 The court found it reasonable to conclude that relevant photographs were posted on the private site, in part because the plaintiff had produced pictures of herself in the litigation from before the accident. 46 The court found that any invasion of privacy was minimal and outweighed by the defendant's need to have the photographs in order to assess the case and ordered the plaintiff "to produce copies of the web pages posted on her private site, subject to the ability of plaintiff's counsel to make future submissions in the event that any of the photographs personally embarrassed the plaintiff."
¶15
The plaintiff in Leduc had not posted any photographs or other material in the public portion of his Facebook profile. 48 Rather than allowing this fact to insulate his Facebook account from discovery, the court found "[a] party who maintains a private, or limited access, Facebook profile stands in no different position than one who sets up a publicly-available profile. Both are obliged to identify and produce any postings that relate to any matter in issue in an action."
49 Therefore, neither case ordered blanket access to the party's SNS material; instead, they found that relevant material should be produced.
¶16
In addition, Romano has been cited as precedent for applying a threshold approach to SNS evidence, but, in fact, the Canadian law applied in Leduc and Murphy-unlike U.S. law-specifically requires such a threshold showing. In what are known as "simplified rules" cases like Leduc, which do not permit discovery as of right, a movant is required to present evidence that the other party possesses a relevant document before the court can order production. 50 That evidence may come from "questions asked on a party's examination for discovery about the existence and content of the person's Facebook profile," 51 or from evidence of relevant information on the public portion of the 48 Id. at para. 31. 49 Id. at para. 32. Instead, the court stated that "mere proof of the existence of a Facebook profile does not entitle a party to gain access to all material placed on that site." Id. at para. 33 . 50 Id. at para. 33 ("Rule 30.06 requires the presentation of some evidence that a party possesses a relevant document before a court can order production."). 51 Id. at para. 33; see also id. ("Where the party's answers reveal that his Facebook profile contains content that may relate to issues in an action, production can be ordered of the relevant content.").
Facebook profile. 52 In Leduc, there was no such public information, and the defendant had not questioned the plaintiff about his Facebook profile because he only learned of its existence from the plaintiff's medical examination. ¶17
Nonetheless, the court in Romano cited Leduc, as well as several other Canadian decisions granting limited access to Facebook materials, as support for its decision to allow the defendants complete access to the plaintiff's social media accounts upon finding that the publicly available SNS evidence contradicted the plaintiff's claims.
¶18
Other courts have followed Romano's approach of deciding whether a threshold showing has been met, and, if so, allowing complete access to the SNS accounts. 54 The approach has been followed by other New York state courts 55 and endorsed by its court of appeals. 56 Pennsylvania's state courts also follow the threshold approach. 57 granting a motion to compel a response to an interrogatory which requested login and password information or, in the alternative, to provide a copy of all data for the previous five years, and ordering that the plaintiffs sign a consent and authorization to permit the defendants to gain access to the plaintiff's Facebook records); Gatto v. United Air Lines, Inc., No. 10-compel the plaintiff's entire Facebook history in a case alleging the use of excessive force in an arrest. 62 The court found that the plaintiff's allegations of physical injury and emotional distress were broad enough to encompass his entire Facebook activity without limitation. 63 
Both Underinclusive and Overinclusive ¶21
The cases discussed above have deservedly been criticized for ordering too much disclosure. 64 The blanket access to social media that is allowed to parties who are able to meet the threshold showing (or not required to meet a threshold) includes irrelevant and potentially very private content.
¶22
But also important is the fact that courts are on occasion ordering too little disclosure. There is no basis in the federal rules, or in the many state rules based on them, to require a preliminary showing that relevant discovery exists before allowing a party to request that discovery. 65 These courts forbid any discovery of social media if that threshold is not met. 66 Instead, under U.S. discovery rules, parties are generally entitled to relevant information from litigants contained in those sites regardless of the extent to which publicly available information contradicts a plaintiff's claims.
¶23
One source of the problem, of course, is that the parties' attorneys themselves often seek all access to SNS accounts rather than only seeking relevant information. In such a . 63 See id. at *2-3. 64 Gensler, supra note 13, at 18 (noting that the court in Romano "effectively ordered the production of irrelevant information," and that Largent and McMillen made the same error); see also 65 See Gensler, supra note 13, at 18-19 (questioning whether cases should be construed as requiring such a preliminary showing of relevance and stating that "if courts were to start requiring a predicate showing of relevance before allowing a party to seek discovery of specific content from social-media sites, that would constitute a barrier to discovery that does not exist in other contexts"). The closest analogy may be to the sampling allowed in electronic discovery cases where the parties argue that certain ESI is not reasonably accessible. Before requiring wholesale recovery of such ESI, courts may order a portion restored and base further disclosure on the relevance of that sample. See arties may obtain discovery regarding any nonprivileged matter that is relevant to any party's claim or defense-including the existence, description, nature, custody, condition, and location of any documents or other tangible things and the identity and location of persons who know of any discoverable matter.").
case, a court would properly find that the party is engaging in a fishing expedition. 68 In a 2012 article, Professor Steven Gensler questioned whether early cases should be read as requiring a predicate showing of relevance in any cases other than those where the moving party sought blanket access to the SNS site, arguing that "Tompkins and Romano are best read as speaking to the showing required to obtain access to an entire account, not to whether a party must make a prima facie showing before it can make specific, targeted requests." 69 ¶24 Certainly, many court decisions arise out of requests for access to an entire account. Some courts do chastise the party that made the overbroad request, noting that a more tailored request would be appropriate. 70 But other courts that deny blanket access do not do so solely on the basis that the request is overbroad. Rather, they also stress that the showing that relevant evidence exists has not been met.
¶25
More importantly, courts have denied access to SNS information because of a failure to meet the threshold showing even when the request is tailored. For instance, a Florida district court recently denied a plaintiff's request for social media discovery from the defendants in a case for excessive force brought by the father of a deceased man who had been arrested by the defendants. 72 The plaintiff did not seek all social media evidence from the defendants, instead requesting only social media communications "that relate in any way to the incident that is described in the Second Amended Complaint." 73 Certainly, had the defendants discussed the arrest of the plaintiff's son in Facebook postings, those communications would likely be relevant in the lawsuit concerning that arrest. But applying the threshold approach, the Florida court found no showing of the existence of relevant evidence and denied the discovery request in toto as a fishing expedition:
Here, Plaintiff simply contends that the requests are relevant because, "Plaintiff is seeking information about statements that Defendant Brown made about the incident at issue in this case, which could include admissions against interest, and could certainly lead to the discovery of admissible evidence." The mere hope that Brown's private text-messages, e-mails, and electronic communication might include an admission against interest, without more, is not a sufficient reason to require Brown to provide Plaintiff open access to his private communications with third parties. 74 Accordingly, the threshold approach has led courts to deny appropriate discovery in addition to granting too much discovery. 68 
Wasting Judicial Resources ¶26
In the effort to provide an element of privacy protection, many courts have ordered in camera review of the SNS evidence. 75 Although this solution is an admirable attempt to protect litigants' privacy, it is untenable as a general approach. It wastes judicial resources and is not justified in the law. 76 In Patterson v. Turner, 77 the appellate court correctly found the lower court's order that the plaintiff produce all Facebook information after it had conducted an in camera review to be overbroad. 78 But rather than finding that the plaintiff should be ordered to produce only relevant information, the appellate court remanded for the lower court's own determination of what specific Facebook information is relevant and subject to disclosure. 79 Under this result, instead of counsel producing responsive information, the court itself must sift through the SNS account content and determine what is relevant. 80 There is no reason to trust litigants' counsel less because of the nature of social media; there is just as much risk of underproduction of other types of discovery left in the hands of counsel.
¶27
Some courts recognize that the onus should be on counsel, not on the judge, to review discovery for relevance. As the court noted in Fawcett v. Altieri, "asking courts to review hundreds of transmissions 'in camera' should not be the all purpose solution to protect the rights of litigants. Courts do not have the time or resources to be the researchers for advocates seeking some tidbit of information that may be relevant in a tort claim."
82 ¶28 Instead, parties should seek targeted social media discovery as part of regular discovery requests. 83 Just like requests for email and other communications, there will be , where the magistrate judge offered to "friend" the third parties whose SNS pictures were relevant. 76 See Gensler, supra note 13, at 25 ("Under standard discovery practice, a court generally should wait until the information holder makes his or her response after the initial review, and then get involved only if there is a dispute regarding objections to the request or the sufficiency of the production."). 77 discovery] will not suffice; if the theoretical possibility that more documents exist sufficed to justify additional discovery, discovery would never end."); Gensler, supra note 13, at 26 ("The last thing courts want-or have the practical ability to do-is to undertake their own search or review whenever the requesting party suspects the response might not be complete."). 82 Fawcett v. Altieri, 960 N.Y.S.2d 592, 597-98 (Sup. Ct. 2013 ); see also Tompkins v. Detroit Metro. Airport, 278 F.R.D. 387, 389 n.4 ("I decline the parties' alternative suggestion that I conduct an in camera review of Plaintiff's private Facebook postings. Such review is ordinarily utilized only when necessary to resolve disputes concerning privilege; it is rarely used to determine relevance.") (internal quotation marks omitted). 83 See Gensler, supra note 13, at 23 ("The longstanding general rule is that people review their own records when responding to discovery requests."). some relevant and some irrelevant information. Counsel has the task of sorting through it and figuring out what is responsive. If responsive information is improperly withheld, the requesting party has all the normal tools at his disposal to compel production. 84 
C. Parties Improperly Seeking Blanket Access Directly from Social Media Sites ¶29
Exacerbating the issue is the tendency of litigants to subpoena social media information from SNSs directly. 85 The Federal Rules of Civil Procedure have been revised in an effort to reduce the cost and time expended in disputes related to electronic discovery 86 and to decrease the involvement of judges in unnecessary discovery disputes. 87 However, many litigants' approach to social media discovery has resulted in just the opposite: counsel often seek discovery not from the other party but directly from the SNS itself, which consequently guarantees motion practice before the court.
¶30
Seeking direct access to SNS information from the providers may violate the Stored Communications Act, 88 which prohibits remote computing and electronic communication service providers from divulging the contents of a communication while in storage. 89 Some courts have quashed subpoenas on this basis.
90 ¶31 In addition, because the SNS providers will not review the discovery for relevance before complying with a subpoena, seeking this information directly from the SNS providers allows an end-run around the relevancy requirements of the rules. Indeed, the SNSs themselves are loath to respond to such subpoenas at all without a court order. ] the social media context, courts would have no reason to undertake an in camera review of a party's social-media content unless the requesting party had some specific, non-speculative grounds to argue that the account contained responsive materials that the account holder had failed to disclose."). 85 See 86 See FED. R. CIV. P. 26(b)(1) advisory committee's note (discussing reduction of scope based on concerns about cost and delay); see also THE SEDONA CONFERENCE, THE SEDONA CONFERENCE COOPERATION PROCLAMATION 1 (2008) ("Over-contentious discovery is a cost that has outstripped any advantage in the face of ESI and the data deluge. It is not in anyone's interest to waste resources on unnecessary disputes, and the legal system is strained by 'gamesmanship' or 'hiding the ball,' to no practical effect."); id. at 2 ("The 2006 amendments to the Federal Rules specifically focused on discovery of 'electronically stored information' and emphasized early communication and cooperation in an effort to streamline information exchange, and avoid costly unproductive disputes."). 87 "In addition to rising monetary costs, courts have seen escalating motion practice, overreaching, obstruction, and extensive, but unproductive discovery disputes-in some cases precluding adjudication on the merits altogether-when parties treat the discovery process in an adversarial manner." THE SEDONA CONFERENCE, supra note 86, at 1. The rules require that parties attempt to resolve any discovery dispute before moving for a protective order, FED. R. CIV. P. 26(c)(1), or moving to compel discovery, FED. R. CIV App. 2006) . 91 Facebook has a policy of not providing information in response to civil subpoenas. In response to the question whether someone can obtain Facebook contents, Facebook states: Thus, the issue ends up in front of the court anyway, even without the request going directly to a party. Accordingly, too many judicial resources are devoted to a process that should largely operate without court involvement. 92 Only in the situation where a person has deleted arguably relevant information on his or her SNS account would the provider need to be involved. 93 Otherwise, the information is within the possession, custody, or control of the party itself and should be requested from the party.
¶32
A recent order in the Eastern District of New York specifically recognized the impropriety of seeking access to SNS postings from the third-party provider rather than from the party herself. In Giacchetto v. Patchogue-Medford Union Free School District, the magistrate judge denied the defendant's request for authorizations for the release of records from the SNS hosts. 95 The court found the decision in Howell "ordering plaintiff's counsel to access plaintiff's social media accounts and produce responsive information as opposed to having plaintiff provide defendant with her usernames and passwords," to be "persuasive and reasonable" and therefore directed that plaintiff's counsel make the appropriate relevant production.
96
D. Movement Toward a Better Approach ¶33
An increasing number of courts reject the all-or-nothing and threshold approaches and realize that discovery of social media, like other discovery, must focus on relevance of individual content, not wholesale access. 97 Federal law prohibits Facebook from disclosing user content (such as messages, Timeline posts, photos, etc.) in response to a civil subpoena. Specifically, the Stored Communications Act, 18 U.S.C. § 2701 et seq., prohibits Facebook from disclosing the contents of an account to any non-governmental entity pursuant to a subpoena or court order.
Parties to civil litigation may satisfy discovery requirements relating to their Facebook accounts by producing and authenticating contents of their accounts and by using Facebook's "Download Your Information" tool, which is accessible through the Settings drop down menu.
If a user cannot access content because he or she disables or deleted his or her account, Facebook will, to the extent possible, restore access to allow the user to collect and produce the account's content. Facebook preserves user content only in response to a valid law enforcement request. Dec. LEXIS 194 , at *20-21 (C.P. Allegheny County July 3, 2012) (describing the Pennsylvania threshold approach, and noting that other jurisdictions "have wrestled to establish a middle ground between the wholesale denial of the request on the one hand and the granting of unlimited access to the user's profile on the other. Thus, some jurisdictions, when faced with these questions, fashion more narrowly tailored discovery orders and are more likely to ¶34
May I Obtain Contents of a User's Account from Facebook Using a Civil
In an influential decision, a federal district court in Indiana rejected the threshold showing/wholesale access approach in favor of traditional application of the rules. 98 In EEOC v. Simply Storage, an employment discrimination case, the employer sought broad access to the claimants' Facebook and MySpace accounts. The court found that privacy concerns themselves were not sufficient to prevent access, but neither should the defendant be entitled to rummage through the claimants' SNS accounts without limitation:
Discovery of SNS requires the application of basic discovery principles in a novel context. . . . [T]he main challenge in this case is not one unique to electronically stored information generally or to social networking sites in particular. Rather, the challenge is to define appropriately broad limits-but limits nevertheless-on the discoverability of social communications in light of a subject as amorphous as emotional and mental health, and to do so in a way that provides meaningful direction to the parties.
¶35
In doing so, the court rejected the approach of other decisions allowing broad access because of the nature of the damages sought: "[T]he simple fact that a claimant has had social communications is not necessarily probative of the particular mental and emotional health matters at issue in the case. Rather, it must be the substance of the communication that determines relevance."
100 Similarly, the court reasoned that allegations of depression, stress disorders, and like injuries do not automatically render all SNS communications relevant.
¶36
The Simply Storage court also emphasized that the role of counsel in discovery of social media is no different from other contexts: "[l]awyers are frequently called upon to make judgment calls-in good faith and consistent with their obligations as officers of the court-about what information is responsive to another party's discovery requests. Discovery is intended to be a self-regulating process that depends on the reasonableness and cooperation of counsel."
102 Therefore, the court ordered the plaintiffs' counsel to gather relevant evidence from the SNS accounts and provide it to opposing counsel. The court explained, "[a]s with discovery generally, Simply Storage can further inquire of counsel and the claimants (in their depositions) about what has and has not been produced and can challenge the production if it believes the production falls short of the requirements of this order." 103 rely on counsel to peruse the client's profile for relevant information in the first instance."). 98 [While] anything that a person says or does might in some theoretical sense be reflective of her emotional state, . . . that is hardly justification for requiring production of every thought she may have reduced to writing or, indeed, the depositions of everyone she may have talked to."). 101 The court also found that the plaintiffs' position that they should produce only communications that directly reference the matters alleged in the complaint is too restrictive. Jan. 9, 2007) (noting that it is the obligation of counsel, in responding to requests for production, to produce what is relevant: "Defendants are entitled to discover information relevant to Plaintiff's alleged emotional distress and her mental condition, which she has ¶37
Other courts have followed this more sensible, traditional approach. 104 In Brogan v. Rosenn, Jenkins, and Greenwald, LLP, the court rejected a request for login information:
The Brogans do not request copies of Facebook messages concerning specific subjects during particular time periods. Rather, the Brogans seek to compel Breault to provide them with her Facebook username and password so that the Brogans may have unbridled access to any and all information contained on Breault's Facebook account.
. . . .
A discovery request seeking carte blanche access to private social networking information is overly intrusive, would cause unreasonable embarrassment and burden in contravention of Pa.R.C.P. 4011(b), and is not properly tailored "with reasonable particularity" as required by the Pennsylvania Rules of Civil Procedure . . . . If the Brogans obtain Breault's Facebook username and password, they would have an unrestricted license to peruse her entire Facebook account, and view highly sensitive information and potentially confidential communications that have no relevance to this lawsuit, including comments that were authored by third parties such as her Facebook "friends."
¶38
Of course, just as with other discovery, if disputes arise as to whether the production is appropriate, then the parties will need to get the court involved. 106 
¶39
In a recent decision from the Eastern District of New York, discussed above in the context of direct requests to SNSs, the court specifically recognized that the approach of other courts has been both overinclusive and underinclusive. In Giacchetto, 107 the plaintiff sued for wrongful termination. The defendant sought broad access to the plaintiff's social media accounts. The court noted the "threshold evidentiary showing" that had been required in cases like Romano, and stated that:
This approach can lead to results that are both too broad and too narrow. On the one hand, a plaintiff should not be required to turn over the private section of his or her Facebook profile (which may or may not contain relevant information) merely because the public section undermines the plaintiff's claims. On the other hand, a plaintiff should be required to review the private section and produce any relevant information, regardless of what is reflected in the public section. The Federal Rules of Civil Procedure do not require a party to prove the existence of relevant material before requesting it. Furthermore, this approach improperly shields from discovery the information of Facebook users who do not share any information publicly.
108 Therefore, the court followed the traditional approach and ordered disclosure of "specific references to the emotional distress she claims she suffered or treatment she received" in connection with her claim, as well as references to alternative causes of her distress.
109
III. FINDING PRIVACY IN A SEA OF E-DISCOVERY
A. Putting Social Media in Context
The Format ¶40
One argument for seeking wholesale access to SNS accounts, either from the party or from the sites themselves, is that ordinary discovery of this material is not adequate to show its functionality or changes to its content. For example, producing hard copies of a page showing a person's "status update" will not reveal the names of all the friends who "liked" that update, nor will it reveal deleted content. But parties are capable of obtaining this information (if it is relevant) with a variety of interrogatories, document requests, and deposition questions. Facebook itself directs its users on how to download all of their content. 110 If there is a specific need for relevant SNS metadata in a particular case, that need would give a party a basis for seeking additional material.
The Public Nature ¶41
Underlying many courts' reasoning in allowing wholesale access to social media discovery is a fundamental misunderstanding of social media sites. Rather than treating those sites as simply another location for relevant discoverable information, these courts treat them like a single treasure chest to which litigants are given the keys or not. 111 See supra note 61 (listing cases).
consider the format in which SNS information is communicated as being tantamount to a waiver of any of the ordinary protection against irrelevant discovery. As one court put it, Facebook, MySpace and their ilk are social network computer sites people utilize to connect with friends and meet new people. That is, in fact, their purpose, and they do not bill themselves as anything else. Thus, while it is conceivable that a person could use them as forums to divulge and seek advice on personal and private matters, it would be unrealistic to expect that such disclosures would be considered confidential. 112 Therefore, the court held that the defendant was entitled to access to that content, regardless of its relevance. ¶42
Similarly, the Zimmerman 113 court noted:
[b]y definition, a social networking site is the interactive sharing of your personal life with others; the recipients are not limited in what they do with such knowledge. With the initiation of litigation to seek a monetary award based upon limitations or harm to one's person, any relevant, non-privileged information about one's life that is shared with others and can be gleaned by defendants from the interest is fair game in today's society.
114 ¶43 While these observations might be relevant to whether litigants have a blanket privacy argument for protection of SNS information, they are not pertinent in a discoverability context. Our rules have never allowed blanket access to a person's email account simply because those emails might have multiple recipients or otherwise are not "confidential."
¶44
The analogies used by these courts further complicate the analysis of social media as a source of discovery. Fawcett likens production of Facebook information to production of a diary 116 -in other words, privacy is not a barrier to production since courts order disclosure of private materials like diaries. 117 The court in EEOC v. Honeybaked Ham Co. analogized social media content to a file folder titled "Everything About Me" which the plaintiffs have shared with others:
If there are documents in this folder that contain information that is relevant or may lead to the discovery of admissible evidence relating to this lawsuit, the presumption is that it should be produced. The fact that it exists in cyberspace on an electronic device is a logistical and, perhaps, financial problem, but not a circumstance that removes the information from accessibility by a party opponent in litigation.
¶45
The problem is that these analogies may explain why social media is free game for discovery, but they make no distinction among the many disparate contents of a social media account, some of which may be relevant and many of which may not.
¶46
In fact, SNS content is better analogized to a file cabinet containing many different materials, including a diary and personal files, any of which is discoverable only if it is relevant. 119 A better approach can be found in Howell, 120 where the court denied a broad SNS request, reasoning that " [t] he fact that the information defendants seek is in an electronic file as opposed to a file cabinet does not give them the right to rummage through the entire file."
121
B. What Is the Implication of Using Privacy Settings? ¶47
A primary source of the confusion underlying social media discovery is the conflation of concepts of privacy with traditional discovery. The public or private nature of SNS content is irrelevant to whether such content is subject to discovery. But the fact that content is subject to discovery does not mean there are no privacy protections.
¶48
When an SNS user chooses to limit the audience with whom she shares her content, that choice should matter. 122 The problem is whether, and to what extent, this affirmative limitation matters in the discovery context as opposed to others. Under current law, privacy settings should influence the level of Fourth Amendment protection given SNS content in the face of government and law enforcement searches, as well as the user's reasonable expectation of privacy in the tort context. 123 If a person has restricted her privacy settings, she is more likely to have a reasonable expectation of privacy in those communications. But in the civil discovery context the rules make little distinction between private and public information. 124 The most salient distinction is an obvious one:
118 EEOC v. Original Honeybaked Ham Co. of Ga., Inc., No. 11-cv-02560-MSK-MEH, 2012 WL 5430974, at *1 (D. Colo. Nov. 7, 2012) . 119 The New York Appellate Court has recognized this. In Patterson, 931 N.Y. S.2d at 312, the court noted that personal diaries are not shielded from discovery just because they are private, and reversed a blanket order of production and remanded "for a more specific identification of plaintiff's Facebook information that is relevant, in that it contradicts or conflicts with plaintiff's alleged restrictions, disabilities, and losses, and other claims. L. 603, 647 (2012) (arguing that, in analyzing whether a person has a reasonable expectation of privacy in an online disclosure, the court should consider that person's use of privacy settings limiting disclosure in online social networks). 123 Id. 124 See Seattle Times Co. v. Rhinehart, 467 U. S. 20, 30 (1984) .
if privacy settings are set to "public," litigants can obtain the information without the necessity of filing any discovery request at all.
125 ¶49 Under the federal rules and the many state systems modeled thereon, information in the possession or control of others is fair game for discovery requests as long as it is not privileged and is relevant. 126 In Seattle Times Co. v. Rhinehart, a suit brought by a religious group leader against publishers and authors for defamation, the defendants sought discovery of the group's donors and members. 127 The trial court noted that the plaintiffs had a recognizable privacy interest in the financial affairs of their organization, and so issued a protective order prohibiting the media parties from publishing, disseminating or using the information except in that case. In considering the appeal by those parties based on their First Amendment rights, the Supreme Court stressed that protective orders under Rule 26(c) are an important check on the liberal scope of pretrial discovery:
Because of the liberality of pretrial discovery permitted by Rule 26(b)(1), it is necessary for the trial court to have the authority to issue protective orders conferred by Rule 26(c). It is clear from experience that pretrial discovery by depositions and interrogatories has a significant potential for abuse. This abuse is not limited to matters of delay and expense; discovery also may seriously implicate privacy interests of litigants and third parties. The Rules do not distinguish between public and private information. Nor do they apply only to parties to the litigation, as relevant information in the hands of third parties may be subject to discovery.
There is an opportunity, therefore, for litigants to obtain-incidentally or purposefully-information that not only is irrelevant but if publicly released could be damaging to reputation and privacy. The government clearly has a substantial interest in preventing this sort of abuse of its processes.
¶50
The Court recognized that there was concern about undue and uncontrolled discovery, "[b]ut until and unless there are major changes in the present Rules of Civil Procedure, reliance must be had on what in fact and in law are ample powers of the district judge to prevent abuse."
129 Rule 26(c) represents one of those powers: "[a]lthough the Rule contains no specific reference to privacy or to other rights or interests that may be implicated, such matters are implicit in the broad purpose and language of the Rule."
¶51
Even if information is forbidden from disclosure by the Privacy Act, it is potentially discoverable. 132 ¶52 Thus information arguably deemed private is not immune from discovery under our rules, but instead is capable of protection based on protective orders under Rule 26(b)(2)(C)(iii) or Rule 26(c), 133 confidentiality orders, and the use of in camera inspections. 134 The types of personal information that have been recognized as deserving protection under these measures include medical 135 and psychiatric 136 records, police personnel files, 137 prison files, 138 information presenting a threat to physical security, [ 2 0 1 4 171 C. Narrowing the Scope of Discovery ¶53 Discovery has grown by leaps and bounds given the fact that so much more of our communications are recorded and stored. Conversations that would have taken place on the telephone, remembered only by the parties to it, are now recorded as chat sessions, text messages, or email messages. 141 The changes in discovery that have been wrought by the Internet, cloud computing, social media and other electronic discovery necessitate that we re-think our rules. Privacy should be a basis for limiting discovery, although it should be balanced against a litigant's right to seek relevant documents. And it should not be based solely on privacy settings, which could lead to misuse of those settings. Instead, we need to balance intrusiveness against the permissible search for the truth.
¶54
One potential solution to overbroad discovery in general that has been proposed by the Advisory Committee on Civil Rules is to contain the scope of discovery in two ways. 142 First, the revised rule would restrict the defined scope of discovery to information that is "proportional to the needs of the case considering the amount in controversy, the importance of the issues at stake in the action, the parties' resources, the importance of the discovery in resolving the issues, and whether the burden or expense of the proposed discovery outweighs its likely benefit."
143 Second, the proposal would delete the following two sentences currently in Rule 26(b)(1): "For good cause, the court may order discovery of any matter relevant to the subject matter involved in the action. Relevant information need not be admissible at the trial if the discovery appears reasonably calculated to lead to the discovery of admissible evidence." 144 Those sentences would be replaced by the following: "Information within this scope of discovery need not be admissible in evidence to be discoverable."
¶55
The changes arise out of the conference held at Duke University School of Law in May 2010. 146 The subcommittee from the Duke Conference noted that:
serious, even grave problems persist in enough cases to generate compelling calls for further attempts to control excessive discovery. The geometric growth in potentially discoverable information generated by electronic storage adds still more imperative concerns. 147 These changes have the potential for being very helpful in containing the scope of electronic discovery into areas that are only marginally relevant. In its Report to the Standing Committee, the Advisory Committee noted that its proposals "seek to promote responsible use of discovery proportional to the needs of the case," by transferring the proportionality provision currently in Rule 26(b)(2)(C)(iii) to 26(b)(1)'s limit on scope of discovery. 148 It also deletes from that scope discovery into the "subject matter involved in the action." 149 The Committee asserted that limiting the "reasonably calculated" phrase will further the purpose of the 2000 amendment, especially in light of subsequent misinterpretation that has "obliterate[d] all limits on the scope of discovery."
¶56
These limitations could go a long way towards reducing fishing expeditions on the part of counsel seeking damaging admissions and character evidence from SNSs, not to mention alternative causes of action. 151 Privacy considerations, including privacy settings, could be weighed as part of the "burden" of proposed discovery under Rule 26 (b)(1) that could outweigh the negligible benefit of that information.
¶57
In particular, courts could distinguish between relevance to the claims and defenses themselves and relevance to potential impeachment in weighing intrusive discovery against the importance of that discovery to the issues at stake. We already make this distinction in the rules on voluntary disclosures. 152 Most of the "fishing expeditions" sought by litigants in the social media realm are in the hopes of finding contradictory
The scope of discovery should be constricted in two ways. First, relevance should be limited to the claims and defenses raised. It should not be extended to the general subject matter of the case. It should not allow fishing expeditions into other possible causes of action. The good cause exception should be eliminated. That is a signal that the Bench and Bar will hear.
Secondly, if ESI is not relevant or trustworthy enough to be admissible evidence, it should not be discoverable. Period. ESI directly relevant to claims and defenses is already voluminous. The additional grey areas of ESI that appears to someone as reasonably calculated to lead to discovery of admissible evidence, is inherently excessive and burdensome. It is a luxury we can no longer afford. Losey, supra note 141 . 152 See FED. R. CIV. P. 26(a)(1)(A)(i) (requiring initial disclosure of individuals likely to have discoverable information "that the disclosing party may use to support its claims or defenses, unless the use would be solely for impeachment"). impeachment evidence. Such evidence could be considered "disproportional to the needs of the case" if the privacy concerns are not outweighed by the relevance to the issues and limited scope of the information.
¶58
One interesting example of a court restricting potential discovery based on privacy interests is Coates v. Mystic Blue Cruises Inc. 153 There, the District Court for the Northern District of Illinois considered the argument of a plaintiff in a sexual harassment suit that social media discovery requested by the defendant violated the restriction on use of other sexual relations embodied in Federal Rule of Evidence 412. The court ordered a limited production of messages and allowed redaction of personal information. 154 The well-reasoned restrictions on admissible evidence represented in the Federal Rules of Evidence could be translated into restrictions on pretrial discovery as well. 155 
D. Privacy Protection Under the Rules ¶59
Apart from a reduction in scope of discovery or other change in the rules, the place for privacy protection under the traditional approach is as follows. First, privacy is not an argument for immunity from discovery. As the Supreme Court has made clear, discovery encompasses all relevant material, whether public or private, confidential or privileged (although privileged material may be withheld if listed in a privilege log 156 ) . Second, discovery requests should not be overbroad-and any blanket request for access to SNS accounts is likely overbroad. 157 Third, the producing party has the burden of seeking protection against production of information that is covered by a proper discovery request but would invade the privacy of the party or of a non-party. 158 That protection can take several forms. The more difficult to obtain would be a motion for a protective order asking that the party be allowed to withhold the material from production altogether. 159 The burden for the party seeking this motion is high: the party must show that her privacy interest is not outweighed by the relevance of the discovery to a specific issue in the case and that the privacy cannot be adequately protected by other means. 160 Lesser remedies include motions for a protective order restricting the divulgence of materials outside the confines of the litigation. 161 Also appropriate are requests that the court conduct in camera review of the material to assist in identifying private material, which can then be withheld from production or redacted. 162 The in camera review should not be used every time social media evidence is disclosed; instead, it should only be utilized in circumstances where specific private information is subject to disclosure. 163 The court has broad discretion in ordering these protective measures. 164 
¶60
The type of information properly subject to restriction from discovery based on privacy interests deserves further attention but at the least should include certain medical information, 165 information about sexual relations, 166 personal information about a minor, 167 personal information about a victim of sexual assault, 168 and other potential embarrassing personal information. 169 The more relevant the discovery to a specific issue in the case, the less likely the discovery will be protected. 160 Kan. 2010 ) (granting a two-tier protective order limiting the disclosure of confidential information produced during discovery and allowing the parties to designate some materials as limited to "Attorneys' Eyes Only"). 162 See Soto, 162 F.R.D. at 619 ("Due to the highly sensitive nature of [Defendant police officers' medical records], this Court will conduct an in camera review of the medical records requested in Requests 6, 7 and 8."). 163 Id. 164 Aluminum Co. of Am. v. U.S. Dep't of Justice, Antitrust Div., 444 F. Supp. 1342 , 1347 (D.D. C. 1978 ) ("It is well established that a court has broad discretion under Rule 26(c)(7) in determining both whether a protective order is warranted and the specific restrictions to be imposed.") (internal citations omitted). 165 Mar. 8, 2010 ) (granting motion for a protective order to the extent that it seeks to limit how and with whom the defendant can use any evidence of the victims' alleged sexual behavior or sexual predisposition). 169 See Keyes v. Lenoir Rhyne Coll., 552 F.2d 579 (4th Cir. 1977 ) (upholding trial court's refusal to require college to produce confidential evaluations of each faculty member because confidentiality is necessary to encourage honest and candid appraisals); Melendez v. Primavera Meats, Inc., Mich. 2010 ) (finding good cause for a protective order where disclosure of materials placed under seal, including police department's murder investigation file, depositions of law enforcement officers, and material produced by nonparty police officers, had the potential to interfere with the ongoing murder investigation and to threaten nonparties' IV. CONCLUSION ¶61 Social media is apparently here to stay, and it will continue to play a large part in pretrial discovery in a broad range of cases. Courts need to put this discovery in context and treat it like other potentially relevant information. Particularly in cases alleging emotional damages and severe physical damages, courts have been too willing to allow blanket access to a person's SNS information given the barest showing that the account may contain relevant information (including information relevant only to impeachment). And parties have too often sought that blanket access both from each other and from the SNSs themselves. Instead, SNS information should be part of regular discovery requests, and given no less-and no more-protection than other private communications. ¶62
A broader issue is containment of discovery in general. The participants at the Duke Conference in 2010 noted the myriad of issues in our civil litigation system, particularly with respect to discovery. 170 The Advisory Committee notes:
discovery runs out of proportion in a worrisome number of cases, particularly those that are complex, involve high stakes, and generate particularly contentious adversary behavior. The number of cases and the burdens imposed present serious problems. These problems have not yet been solved.
171
The costs outweigh the benefits and threaten the pursuit of justice in a substantial number of cases. Limitations on discovery are necessary to ensure a more level playing field, the protection of litigants' privacy, and an increased focus on the actual issues, as opposed to marginally relevant information. 
